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ECS System Configuration -- Port Numbers Database

0 Baseline ID: 3012_A_1.0.0_0001 0.1 ECS CCR #:
0.2 Release CCR #: 96-0723A

1.1 ECS Location: All ECS Sites

Port Number Information

2.1 Service 2.2 Port # / prtcl 2.3 Alias 2.3 Comment

tcpmux 1/tcp # TCP Port Service Muliplexer

tcpmux 1/udp # TCP Port Service Muliplexer

rje 5/tcp # Remote Job Entry

rje 5/udp # Remote Job Entry

echo 7/tcp

echo 7/udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users # Active Users

systat 11/udp users # Active Users

daytime 13/tcp

daytime 13/udp

netstat 15/tcp

qotd 17/tcp # Quote of the Day

qotd 17/udp # Quote of the Day

chargen 19/tcp ttytst source

chargen 19/udp ttytst source

ftp-data 20/tcp # File Transfer [Default Data]

ftp-data 20/udp # File Transfer [Default Data]

ftp 21/tcp # File Transfer [Control]

ftp 21/udp # File Transfer [Control]

telnet 23/tcp

telnet 23/udp

smtp 25/tcp mail

smtp 25/udp mail

time 37/tcp timeserver

time 37/udp timeserver

rlp 39/tcp # Resource Location Protocol

rlp 39/udp # Resource Location Protocol

name 42/tcp nameserver

name 42/udp nameserver

whois 43/tcp nicname # usually to sri-nic

whois 43/udp nicname # usually to sri-nic

domain 53/udp nameserver # Domain Name Server

domain 53/tcp
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mtp 57/tcp # any private terminal access
# Accugraph/MountainTop-PNM

mtp 57/udp # Accugraph/MountainTop-PNM

bootps 67/tcp # Bootstrap protocol server

bootps 67/udp # Bootstrap protocol server

bootpc 68/tcp # Bootstrap protocol client

bootpc 68/udp # Bootstrap protocol client

tftp 69/udp

netrjs-1 71/tcp # Remote Job Service

netrjs-1 71/udp # Remote Job Service

netrjs-2 72/tcp # Remote Job Service

netrjs-2 72/udp # Remote Job Service

netrjs-3 73/tcp # Remote Job Service

netrjs-3 74/udp
73/udp

# Remote Job Service

netrjs-4 74/tcp # Remote Job Service

netrjs-4 74/udp # Remote Job Service

rje 77/tcp # and private RJE service

rje 77/udp # and private RJE service

finger 79/tcp

finger 79/udp

http 80/tcp # HTTP Public, Deployment

http 80/udp # HTTP Public, Deployment

link 87/tcp ttylink

kerberos 88/udp kdc kerberos5 # Kerberos authentication--udp

kerberos 88/tcp kdc kerberos5 # Kerberos authentication--tcp

kerberos5 88/udp kdc # Kerberos authentication--udp

kerberos5 88/tcp kdc # Kerberos authentication--tcp

objcall 94/udp # Tivoli Object Dispatcher

objcall 94/tcp # Tivoli Object Dispatcher

supdup 95/tcp

supdup 95/udp

hostname 101/tcp hostname # usually to sri-nic

hostname 101/udp hostname # usually to sri-nic

iso-tsap 102/tcp # ISO-TSAP

iso-tsap 102/udp # ISO-TSAP

x400 103/tcp # ISO Mail
# Under RFC 1700: Genesis
Point-to-Point Trans Net

x400 103/udp # ISO Mail
# Under RFC 1700: Genesis
Point-to-Point Trans Net

x400-snd 104/tcp # ISO Send
# Under RFC 1700: ACR-NEMA
Digital Imag. & Comm. 300

x400-snd 104/udp # ISO Send
# Under RFC 1700: ACR-NEMA
Digital Imag. & Comm. 300
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csnet-ns 105/tcp # Mailbox Name Nameserver

csnet-ns 105/udp # Mailbox Name Nameserver

pop-2 109/tcp # Post Office Protocol v2

pop-2 109/udp # Post Office Protocol v2

pop-3 110/tcp pop # Post Office Protocol v3

pop-3 110/udp pop # Post Office Protocol v3

sunrpc 111/tcp rpcbind

sunrpc 111/udp rpcbind

auth 113/tcp # Authentication Service

auth 113/udp # Authentication Service

sftp 115/tcp # Simple File Transfer
Protocol

sftp 115/udp # Simple File Transfer
Protocol

uucp-path 117/tcp # UUCP Path Service

uucp-path 117/udp # UUCP Path Service

nntp 119/tcp usenet # Network News Transfer

nntp 119/udp usenet # Network News Transfer

erpc 121/tcp # Encore Expedited Remote Pro.
Call

erpc 121/udp # Encore Expedited Remote Pro.
Call

ntp 123/tcp # Network Time Protocol

ntp 123/udp # Network Time Protocol

loc-srv 135/tcp # Location Service

loc-srv 135/udp # Location Service

imap2 143/tcp # Interim Mail Access Protocol
v2

imap2 143/udp # Interim Mail Access Protocol
v2

news 144/tcp NewS NeWS # Window System

news 144/udp NewS NeWS # Window System

(TBD) 148/tcp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: CRONUS-
SUPPORT

(TBD) 148/udp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: CRONUS-
SUPPORT

(TBD) 149/tcp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: AED 512
Emulation Service

(TBD) 149/udp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: AED 512
Emulation Service

(TBD) 150/tcp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: SQL-NET
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(TBD) 150/udp # I/F port for TSDIS, SDPF
Deployment (CSS, Naveen Hota)
# Under RFC 1700: SQL-NET

snmp 161/udp # Simple Network Mgmt Protocol
(for Peer SMNP Agent)

snmp 161/tcp # Simple Network Mgmt Protocol
(for Peer SMNP Agent)

snmp-trap 162/udp snmptrap # SNMP trap (event) messages

snmp-trap 162/tcp snmptrap # SNMP trap (event) messages

cmot-manager 163/udp # CMOT Manager

cmot-manager 163/tcp # CMOT Manager

cmot-agent 164/udp # CMOT Agent

cmot-agent 164/tcp # CMOT Agent

xdmcp 177/tcp # X Display Manager Control
Protocol

xdmcp 177/udp # X Display Manager Control
Protocol

unify 181/udp # Unify

unify 181/tcp # Unify

wais 210/tcp # WAIS, Deployment, (Web Dev.
Ken Sall)
# Under RFC 1700: ANSI Z39.50

wais 210/udp # WAIS, Deployment, (Web Dev.
Ken Sall)
# Under RFC 1700: ANSI Z39.50

albd 371/udp # Atria location broker daemon
(CM)

clearcase 371/udp albd # Clearcase, Atria location
broker daemon (CM)

clearcase 371/tcp albd # Clearcase, Atria location
broker daemon (CM)

https 443/tcp # HTTP Secured Web Server,
MCOM

https 443/udp # HTTP Secured Web Server,
MCOM

https 444/tcp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Simple
Network Paging Protocol

https 444/udp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Simple
Network Paging Protocol

https 445/tcp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Microsoft-DS

https 445/udp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Microsoft-DS

https 446/tcp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Microsoft-DS
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https 446/udp # HTTP Secured Web Server (Web
Dev. Ken Sall)
# Under RFC 1700: Microsoft-DS

exec 512/tcp # remote process execution;
authentication performed using
passwords and UNIX loppgin
names

biff 512/udp comsat # used by mail system to
notify users of new mail
received; currently receives
messages only from processes
on the same machine

login 513/tcp

who 513/udp whod

shell
cmd

514/tcp cmd
shell

# no passwords used

syslog 514/udp

printer 515/tcp spooler # line printer spooler

printer 515/udp spooler # line printer spooler

talk 517/tcp # Like tenex link, but accross
machine - unfortunately,
doesn’t use link protocol
(this is actually just a
rendezvous port from which a
tcp connection is established)

talk 517/udp # Like tenex link, but accross
machine - unfortunately,
doesn’t use link protocol
(this is actually just a
rendezvous port from which a
tcp connection is established)

ntalk 518/tcp

ntalk 518/udp

route
router

520/udp router routed
route

# local routing process (on
site); uses variant of Xerox
NS routing information
protocol

timed 525/tcp timeserver # timeserver

timed 525/udp timeserver # timeserver

tempo 526/tcp newdate # newdate

tempo 526/udp newdate # newdate

courier 530/tcp rpc # rpc

courier 530/udp rpc # rpc

conference 531/tcp chat # chat

conference 531/udp chat # chat

netnews 532/tcp readnews # readnews

netnews 532/udp readnews # readnews

netwall 533/tcp # for emergency broadcasts

netwall 533/udp # for emergency broadcasts

uucp 540/tcp uucpd # uucp daemon

uucp 540/udp uucpd # uucp daemon
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uucp-rlogin 541/tcp # uucp-rlogin

uucp-rlogin 541/udp # uucp-rlogin

klogin 543/tcp # Kerberos authenticated
rlogin

klogin 543/udp # Kerberos authenticated
rlogin

kshell 544/tcp krcmd cmd # and remote shell

kshell 544/udp krcmd cmd # and remote shell

new-rwho 550/tcp # news-who

new-rwho 550/udp # news-who

remotefs 556/tcp rfs rfs_server # rfs server

remotefs 556/udp rfs rfs_server # rfs server

rmonitor 560/udp rmonitord # experimental

monitor 561/udp # experimental

pcserver 600/tcp # ECD Integrated PC board srvr

ipcserver 600/tcp pcserver # Sun Integrated PC board srvr

ipcserver 600/udp pcserver # Sun Integrated PC board srvr

ta-rauth 601/tcp rauth

dqs2_ur 607/tcp # dqs service for data
processing prototype (jolyonm)

kerberos-adm 749/tcp kerberos-master # Kerberos 5 admin/changepw

kerberos-adm 749/udp kerberos-master # Kerberos 5 admin/changepw

kerberos_master 749/tcp # Kerberos authentication

kerberos_master 749/udp # Kerberos authentication

kerberos 750/tcp kdc kerberos-
sec

# Kerberos key server
# Under RFC 1700: rfile

kerberos 750/udp kdc kerberos-
sec

# Kerberos key server
# Under RFC 1700: loadav

kerberos4 750/udp # Kerberos authentication--udp

kerberos4 750/tcp # Kerberos authentication--tcp

kerberos-sec 750/udp # Kerberos authentication--udp

kerberos-sec 750/tcp # Kerberos authentication--tcp

kerberos-adm 751/udp kerberos-master # Kerberos 5 admin/changepw
(CSS, Naveen Hota)

kerberos-adm 751/tcp kerberos-master # Kerberos 5 admin/changepw
(CSS, Naveen Hota)

kerberos_master 751/udp # Kerberos authentication

kerberos_master 751/tcp # Kerberos authentication

kerberos5

kerb5_prop 754/tcp krb_prop # Kerberos slave propagation
(CSS, Naveen Hota)
# Under RFC 1700: tell, send

krb_prop 754/tcp # Kerberos slave propagation
(CSS, Naveen Hota)

tell 754/tcp send

tell 754/udp send

ns 760/tcp

ns 760/udp
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krbupdate 760/tcp kreg # Kerberos update (CSS, Naveen
Hota)
# Under RFC 1700: ns

rxe 761/tcp

rxe 761/udp

kpasswd 761/tcp kpwd # Kerberos passwd (CSS, Naveen
Hota)
# Under RFC 1700: rxe

k5ftp 765/tcp # Kerberos FTP (CSS, Naveen
Hota)
# Under RFC 1700: webster

llockmgr 779/tcp

hp-collector 781/tcp # HP performance data
collector

hp-collector 781/udp # HP performance data
collector

hp-managed-node 782/tcp # HP performance data managed
node

hp-managed-node 782/udp # HP performance data managed
node

nlockmgr 782/tcp

hp-alarm-mgr 783/tcp # HP performance data alarm
manager

hp-alarm-mgr 783/udp # HP performance data alarm
manager

(TBD) 808/tcp # HTTP Ports for WWW
Deployment (Web Dev. Ken Sall)

(TBD) 809/tcp # HTTP Ports for WWW
Deployment (Web Dev. Ken Sall)

(TBD) 810/tcp # HTTP Ports for WWW
Deployment (Web Dev. Ken Sall)

(TBD) 1027/tcp # FSMS Ports for Development
(EDS, Bruce Clark)

(TBD) 1027/udp # FSMS Ports for Development
(EDS, Bruce Clark)

(TBD) 1028/tcp # FSMS Ports for Development
(EDS, Bruce Clark)

(TBD) 1028/udp # FSMS Ports for Development
(EDS, Bruce Clark)

llockmgr 1031/udp

kpop 1109/tcp # Pop with Kerberos (CSS,
Naveen Hota)

snmp 1161/udp # SNMP, Development (MSS,
Chris Kingsbury)

(TBD) 1281/tcp # Web Admin Servers,
Deployment (Web Dev. Ken Sall)

(TBD) 1282/tcp # Web Admin Servers,
Deployment (Web Dev. Ken Sall)

(TBD) 1283/tcp # Web Admin Servers,
Deployment (Web Dev. Ken Sall)

(TBD) 1284/tcp # Web Admin Servers,
Deployment (Web Dev. Ken Sall)

(TBD) 1400/tcp # Reserved for WWW Development
(Web Dev. Ken Sall)
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(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) ..... # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) 1500/tcp # Reserved for WWW Development
(Web Dev. Ken Sall)

(TBD) 1510/tcp # Reserved for WWW Development
(Web Dev. Ken Sall)

unisqlx 1523/tcp # for so-1

ingreslock 1524/tcp

orasrv 1525/tcp oracle # oracle daemon

nfsd 2049/udp nfs # NFS server daemon

eklogin 2105/tcp # Kerberos encrypted rlogin

netdist 2106/tcp

dmserver01 2201/tcp # (DMGS)

dmserver02 2202/tcp # (DMGS)

dmserver03 2203/tcp # (DMGS)

dmserver04 2204/tcp # (DMGS)

dmserver05 2205/tcp # (DMGS)

dbdemo 2206/tcp # (DMGS)

dqs1 2666/tcp # Distributed queing system
(PGS prototype)

dqs2 2667/tcp # Distributed queing system
(PGS prototype)

zcnls 2722/tcp # Zmail

zcnls 2722/udp # Zmail

listen 2766/tcp # System V listener port

www-dev 2784/tcp # WWW - development

www-dev 2784/udp # WWW - development

(TBD) 3001/tcp # Reserved for Sybase, Ingest

(TBD) 3001/udp # Reserved for Sybase, Ingest

(TBD) .... # Reserved for Sybase, Ingest

(TBD) .... # Reserved for Sybase, Ingest

(TBD) 3010/tcp # Reserved for Sybase, Ingest

(TBD) 3011/tcp # Reserved for Sybase, DSS

(TBD) 3011/udp # Reserved for Sybase, DSS
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(TBD) .... # Reserved for Sybase, DSS

(TBD) .... # Reserved for Sybase, DSS

(TBD) 3020/tcp # Reserved for Sybase, DSS

(TBD) 3020/tcp # Reserved for Sybase, DSS

(TBD) 3021/tcp # Reserved for Sybase, PDPS

(TBD) 3021/udp # Reserved for Sybase, PDPS

(TBD) .... # Reserved for Sybase, PDPS

(TBD) .... # Reserved for Sybase, PDPS

(TBD) 3030/tcp # Reserved for Sybase, PDPS

(TBD) 3030/tcp # Reserved for Sybase, PDPS

(TBD) 3031/tcp # Reserved for Sybase, MSS

(TBD) 3031/udp # Reserved for Sybase, MSS

(TBD) .... # Reserved for Sybase, MSS

(TBD) .... # Reserved for Sybase, MSS

(TBD) 3040/tcp # Reserved for Sybase, MSS

(TBD) 3040/udp # Reserved for Sybase, MSS

(TBD) 3041/tcp # Reserved for Sybase, DMG

(TBD) 3041/udp # Reserved for Sybase, DMG

(TBD) .... # Reserved for Sybase, DMG

(TBD) .... # Reserved for Sybase, DMG

(TBD) # Reserved for Sybase, DMG

(TBD) 3050/udp # Reserved for Sybase, DMG

(TBD) 3051/tcp # Reserved for Sybase, Client

(TBD) 3051/udp # Reserved for Sybase, Client

(TBD) .... # Reserved for Sybase, Client

(TBD) .... # Reserved for Sybase, Client

(TBD) 3060/tcp # Reserved for Sybase, Client

(TBD) 3060/udp # Reserved for Sybase, Client

eklogin 3333/tcp # Kerberos encrypted rlogin
(CSS, Naveen Hota)

(TBD) 3344/tcp # Remedy Action Request (MSS,
David Miller)

(TBD) 4040/tcp # I/F port for SDPF Deployment
(CSS, Naveen Hota)

(TBD) 4040/udp # I/F port for SDPF Deployment
(CSS, Naveen Hota)

lockd 4045/tcp # NFS lock daemon/manager

lockd 4045/udp # NFS lock daemon/manager

krb524 4444/tcp # Kerberos 5 to 4 ticket
xlator

locator 5001/tcp # locator database for Hughes

msg-srv1 5110/tcp # Delphi (PDPS, Joe Hunt)

msg-srv2 5111/tcp # Delphi (PDPS, Joe Hunt)

msg-srv3 5112/tcp # Delphi (PDPS, Joe Hunt)

msg-srv4 5113/tcp # Delphi (PDPS, Joe Hunt)

msg-srv5 5114/tcp # Delphi (PDPS, Joe Hunt)

(TBD) 5115/tcp # Delphi (PDPS, Joe Hunt)
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(TBD) # Delphi (PDPS, Joe Hunt)

(TBD) 5117/tcp # Delphi (PDPS, Joe Hunt)

(TBD) 5118/tcp # Delphi (PDPS, Joe Hunt)

(TBD) 5119/tcp # Delphi (PDPS, Joe Hunt)

(TBD) 5120/tcp # Delphi (PDPS, Joe Hunt)

sgi-dgl 5232/tcp

auto_remote 5280/tcp # Autosys event processors,
Deployment (PDPS, Joe Hunt)

auto_remoteb 5281/tcp # Autosys SSI&T instance,
Deployment (PDPS, Joe Hunt)

auto_remotei 5281/tcp # Autosys SSI&T instance,
Deployment (PDPS, David
Heroux)

auto_remoteb2 5283/tcp # Autosys (PDPS, Joe Hunt)

x-server 6000/tcp # (ISS, Randy Haynes)

spc 6111/tcp # Sub-process control

(TBD) 6999/tcp # V0 Gateway, Development

http_admin 8080/tcp # HTTP servers account admin,
Development (Web Dev. Ken
Sall)

ovtopmd 8888/tcp # HP OpenView IP Topology
Daemon (MSS, Scott Austin)

man 9535/tcp

man 9535/udp

ovwdb 9999/tcp # HP OpenView Object Database
daemon (MSS, Scott Austin)

Note

"Port numbers below 256 are reserved for "well-known services" (like FTP and
TELNET) and are defined in the Assigned Numbers RFC.  Ports numbered from 256
to 1024 are used for UNIX-specific services, which are services like rlogin,
that were originally developed for UNIX systems."

"Port number are not unique between transport layer protocols; the numbers are
only unique within a specific transport protocol.  In other words, TCP and UDP
can and do, both assign the same port numbers.  It is the combination of
protocol and port numbers that uniquely identifies the specific process the
data should be delivered to."

TCP/IP Network Administration, Craig Hunt, O'Reilly & Associates, Inc.

For ECS Project, external networking will be restriced to X11 traffic only,
any port number above 6000 will be filtered by router.

Baseline Doc: RFC 1700
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Instruction

0 Baseline ID: <CM Form ID>_<ECS Release ID>_<Release #>.<Sub-release #>.<Patch #>_<one-up #>.
1.1 ECS Location: The name of the ECS Delivery Site.
2.1 Service: The official Internet service name.
2.2 Port #/ prtcl: The port number and protocol name.
2.3 Alias: The alias of the service name.
2.4 Comment: The comment which explains the service.


